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Privacy notice

Overview Ann Mason Care is committed to data protection and data privacy.

With the General Data Protection Regulation (GDPR) becoming enforceable from 25 May
2018, we have undertaken a GDPR readiness programme to review our entire business, the
way we handle data and the way in which we use it to provide our services and manage
business operations.

We hold personal data on all our employees to meet legal obligations and to perform vital
internal functions. This notice details the personal data we may retain, process and share
with third parties relating to your employment and vital business operations. We are
committed to ensuring that your information is secure, accurate and relevant.

To prevent unauthorised access or disclosure, we have implemented suitable physical,
electronic, and managerial procedures to safeguard and secure personal data we hold.

We do this for employment purposes, to assist in the running of the business and/or to
enable individuals to be paid.

Introduction We have issued this notice to describe how we handle personal information that
we hold about our staff and job applicants (collectively referred to as "you"). For the purposes
of this notice, the term "employee" includes all applicants, present and past employees. We
respect the privacy rights of individuals and are committed to handling personal information
responsibly and in accordance with applicable law. This notice sets out the personal data
that we collect and process about you, the purposes of the processing and the rights that you
have in connection with it. If you arein any doubt regarding this notice, please contact our
Data Protection Officer — Chris Mason

The personal data we process may include, but may not be limited to, the following:

o data relating to your identity (including name, data of birth, gender,
photographs, passport, National Insurance Number, immigration status, marital
status, dependents),

. contact details (business and home address, telephone numbers, email
addresses, emergency contact details),

o employment details (position, office location, terms of employment,
performance and disciplinary records, sickness and holidays),

. background information (CV, previous experience, qualifications and

certifications, criminal records check (for vetting purposes, where permissible
and in accordance with applicable law),

. financial information (bank details, tax information, salary, benefits, expenses),



. IT information — information related to your access to our systems (login details,
IP addresses, log files, access/times/durations of use, location).

The collection of this information will benefit us by:

. improving the management of workforce data across the business,

. enabling development of a comprehensive picture of the workforce and how it
is deployed,

o informing the development of recruitment and retention policies,

J allowing better financial modelling and planning,

o ensuring compliance with our policies and procedures and our legal obligations,

. enabling monitoring of selected protected characteristics.

We will not share information about you with third parties without your consent unless the law
allows or requires us to do so.

Recruitment

If you are applying for a role with us then we collect and use this personal data for
recruitment purposes — in particular, to determine your suitability for a specific role.
This includes assessing your skills, qualifications and verifying your information,
carrying out reference checks or background checks (where necessary) and to
generally manage the hiring process and communicate with you about it. If you are
accepted for a role with us, the data collected during the recruitment process will form
part of your ongoing employee record.

Employment We collect and process personal data relating to our employees to meet
our obligations under the employment contract and to comply with our legal
obligations. We take the security of your data seriously and are committed to being
transparent about how we collect and use that data and to meeting our data protection
obligations. Once you become an employee, we collect and use this personal
information for managing our employment or working relationship with you — for
example, your employment records and contract information (so we can manage our
employment relationship with you), your bank account and salary details (so we can
pay you), your equity grants (for benefits plan administration) and details of your
spouse and dependents (for emergency contact and benefits purposes). Where we
process special categories of personal data, such as information about ethnic origin,
sexual orientation, health or religion or belief, this is done for the purposes of equal
opportunities monitoring. Data that we use for these purposes is anonymised or is
only collected with the express consent of employees, which can be withdrawn at any
time.

We have policies and controls in place to try to ensure that your data is not lost,
accidentally destroyed, misused or disclosed, and is not accessed without
authorisation and only accessed or used for specific legal purposes. You have some
obligations under your employment contract to provide the organisation with data. You
may also have to provide the organisation with data in order to exercise your statutory
rights, such in relation to statutory leave entitlements. Failing to provide this data may
mean that you are unable to exercise your statutory rights.



Legal basis for processing personal data Our legal basis for collecting and using the personal
data described above will depend on the personal data concerned and the way we collect it.

We will normally collect personal data from you only where we need it to perform a
contract with you (i.e. to manage the employer/employee relationship), where we have
your freely given consent to do so, or where the processing is in our legitimate
interests and only where this interest is not overridden by your own interests or
fundamental rights and freedoms. In some cases, we may also have a legal obligation
to collect personal information from you or may otherwise need the personal
information to protect your vital interests or those of another person.

Any processing based on consent will be made clear to you at the time of collection or
use — consent can be withdrawn at any time by contacting our data protection officer
Who we share your personal data with We take care to allow access to personal data
only to those who require such access to perform their tasks and duties, and to third
parties who have a legitimate purpose for accessing it.

Whenever we permit a third party to access personal information, we will implement
appropriate measures to ensure the data is used in a manner consistent with this
notice and that the security and confidentiality of the data is maintained. Transfers to
third-party service providers In addition, we make certain personal data available to
third parties who provide services to us. We do so on a "need to know basis" and in
accordance with applicable data protection and data privacy laws.

Under the data protection legislation you have the right to:

. object to processing of personal data that is likely to cause, or is causing,
damage or distress,

o prevent processing for the purpose of direct marketing,

. object to decisions being taken by automated means,

o in certain circumstances, have inaccurate personal data rectified, blocked,
erased or destroyed,

. claim compensation for damages caused by a breach of the data protection
legislation.

If you would like to find out more about our data retention policy and how we use your
personal data, or if you want to see a copy of the information about you that we hold, please
contact

Jan Wynn

Care Manager,

Ann Mason Care,

Unit 1 Holton Business Park,
Holton St Mary

Essex

CO7 6NN



If you have a concern about the way we are collecting or using your personal data, you
should raise your concern with us in the first instance or directly to the Information
Commissioner’s Office at https://ico.org.uk/concerns

Ann Mason Care Ltd, Holton Business Park, Holton St Mary, Colchester, CO7 6NN
Telephone: 01206 233372 Email: annmasoncare@annmasoncare.com
www.annmasoncare.co.uk



